Blockchains: What are they, and how can they be
applied to business problems?
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1. Overview
A blockchain is a single-version record system that grows continuously. New
records, called blocks, are added to the chain as new information propagates
through the peer network. This whitepaper is intended to provide a brief overview
of the state of existing blockchain technologies, as well as a technical overview of
the features that have caused this technology to gain so much momentum since
the turn of the 21st century.
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2. Technical Review
While the primary application of blockchain has so far been in the realm of
currency development, there is high potential for other applications. The following
features have already begun to be adopted in sectors from healthcare to energy
production and manufacturing.

2.1.

Decentralization

A decentralized network uses client software on participating devices to
synchronize and communicate information on a mutual forum. [6] New
information is transmitted out to any listening nodes, which update their copy of
the new data. Each node then competes to organize the new data into an
appropriate block to satisfy the constraints of the system. Once a new block is
confirmed, all nodes across the system transmit the new version of the block
chain, and the nodes that contributed to solving the block are rewarded in a
related currency.

2.2.

Trustless Systems

Because all nodes have to run the same software in order to be allowed to
participate, the network is always entirely decentralized. All nodes are open
sourced; so all participants can be assured that everyone is playing by the rules.
Furthermore, the entire history of the network is available at all times, which
means that any malicious activity can be resolved and corrected. [7]
Open source software and public records cannot be bypassed without destroying
the underlying system, since any malicious attacker would need to take over the
majority of the nodes in the system. [8] The larger the community becomes, the
more difficult it is to subvert.

2.3.

Forks

If the network is ever corrupted, or errors in the public record or software are
identified, a fork can occur where a portion of the nodes choose to adopt a
change to the system, creating an entirely new network. At the time this report
was published, there have been forks in both of the major blockchains, Bitcoin
and Ethereum, and they’ve been well handled by the community without
disruptions to either value or liquidity. [9]
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2.4.

Distributed Applications (smart contracts)

Recent improvements in the Ethereum blockchain have added the option for
nodes to upload programs to the blockchain, which can be executed by other
nodes. [10] These smart contracts are now being used to develop entirely
distributed applications that exist as truly trustless systems.

2.5.

ICO

An ICO or Initial Coin Offering is a process used to crowd fund a distributed
application by selling a predefined amount of the currency that it will use to do
business. This presell of the currency provides a non-controlling stake which
appreciates in value relative to the application firm. ICOs allow the network to
have initial volume and liquidity, ensuring stable growth. [11]
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3. Business Applications
The inherent stability and transparency of blockchain systems in addition to the
new potential of smart contracts has triggered a boom in blockchain applications
for everyone from small to medium enterprises to major corporations.

3.1.

International Transaction Cost Reduction

One of the primary advantages of blockchain currencies is that transaction fees
are set from the creation of a network, and generally fall as low as 1 %. [2] This
means that it can often be less expensive to convert international currencies to
blockchain currencies and then back again, rather than paying international
exchange rates or transfer fees on wire transfers.
Solutions now exist that allow you to even send a money transfer via crypto
currency, so that the end user receives an email asking whether they’d like to
convert the funds to another currency or transfer them to another crypto wallet.
[4]

3.2.

Process Automation

One of the primary uses of smart contracts at this time has been as escrow
accounts for the use of money transfers and conditional payment. [12] Smart
contracts can be designed to queue off of an external trigger, time based event,
or node contact, which has provided a wide range of distributed applications.

3.3.

Data Security

While blockchain data is publicly visible, the content can be encrypted using a
private key, which renders it entirely unreadable to any other users. This
simultaneously assures that the data is secure, and that it cannot be edited.
Furthermore, because the data is distributed, it is exceedingly difficult for any
attacker to hold the files to ransom, and maximizes access and uptime. [5]

3.4.

Fraud Protection

There has been substantial discussion in the media regarding the potential for
crypto currencies to be used for illicit money management practices and illegal
activity, but these are in fact entirely incorrect. [7] Because of the open ledger, all
transactions on a block chain can be traced, so the only limitation is the
accounting of conversion from blockchain to fiat currency.
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Furthermore, the same feature makes blockchain the perfect option for internal
data storage within organizations. If there is already a wide network of devices,
the distribution of key data across devices, rather than centrally, is the optimal
method of securing data and ensuring that tampering and fraud cannot occur. [6]
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